SECTION | X.  HANDLI NG AND CONTRCL OF CONTROLLED CRYPTOGRAPHI C | TEMS
DURI NG DEVELOPMENT AND MANUFACTURE/ ASSEMBLY

63. Background and Scope.

a. Background. The concept of a Controlled Cryptographic |tem (CCI)
was introduced in March 1985 with the issuance of National Tel ecommunications
and Information Systens Security Instruction (NTISSI) No. 4001, “Controlled
Cryptographic Itens.” It was designed to facilitate the production,
acquisition, and use of Communications Security (COMSEC) equi pnent. CCIs are
endorsed by the NSA for use in telecommunications and automated information
systens to secure classified as well as sensitive information. CCIs are so
desi gnated because they either enbody classified cryptographic or other
classified COMSEC designs, or because they performcritical COMSEC ancillary
functions (e.g., certain key fill devices).

b. Scope. This section sets forth the Governnment requirenents for the
handl i ng and control of cCIs which enbody classified cryptographic or other
classified COMSEC designs during their devel opnent and nmanufacture/ assenbly.
These requirenents do not apply to COMSEC ancillary devices designated cCI
that do not enbody classified COMSEC designs (e.g., certain key fill
devi ces).

64. Requirenents.

a. Development. Normally, all phases of devel opment of the COMSEC
functions tor a cCI, including the fabrication of devel opmental nodels, wll
be classified. However, the fabrication of devel opmental nodels need not be
classified if the controls set forth in this section are applicable and are
applied. Exceptions wll be handled on a case-by-case basis and nust be
approved by NSA. Handling and control of classified information nust be in
accordance with the I SMand this Suppl enent.

b. Enbodi ment of Cassified COMSEC Functions. The enbodi ment of
classified COMSEC functions in a cct wll afford protection to these
functions as specified bel ow

(1) Hardware Enbodinments. Unless it can be denonstrated that it is
technically not feasible to do so, hardware enbodi nents of classified COMSEC
functions will be in custommcrocircuit form i.e., enbodinments conposed of
di screte conponents and/or standard mcrocircuits are not permtted. In
addition, the mcrocircuit chips nmust be protectively coated by an
NSA- approved process which will resist recovery of classified design
i nformation by reverse engineering, unless, as verified by the NSA Program
Manager (PM, one of the follow ng applies:

(a) The protective coating is inconpatible with the
mcrocircuit chip and the reduced effectiveness inherent with the use of the
coating is unacceptable.

(b) The production contract for the mcrocircuit was in
process as of 16 January 1987 and retroactive coating would jeopardize the
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timely production or enploynment of the product to the extent that a waiver is
warranted for the initial production requirenent. Subsequent production
requirements will include the coating unless additional waivers are obtained.

(c) O her equally protective measures have been adopted to
resi st reverse engineering.

(2) Firmware Enbodinents. Firmware enbodi nents of classified
COMSEC functions nust be in mcrocircuit form (customor standard) and nust:

(a) Employ an irreversible security feature that prevents both
readout and nodification of the programmed information in the on-board nmenory
from external, physically accessible pins; and

(b) The mcrocircuit chips nust be protectively coated by an
NSA- approved process which will resist attenpts to defeat the security
feature or to otherw se recover information in nenory (e.g., by external
probing). The requirement for protective coating may be waived when, as
verified by the NSA PM one of the follow ng applies:

(1) The protective coating is inconpatible with the
mcrocircuit chip and the reduced effectiveness inherent with the use of the
coating is unacceptable.

(2) The production contract for the mcrocircuit was in
process as of 16 January 1987 and retroactive coating would jeopardize the
timely production or enploynment of the product to the extent that a waiver is
warranted for the initial production requirement. Subsequent production
requi renents will include the coating unless additional waivers are obtained.

(3) Oher equally protective measures have been adopted
to resist attenpts to defeat the security feature or to otherw se recover

information in nemory (e.g., by external probing).

65. Manufacture and Assenbly in Production. The manufacture and assenbly of
a CCI equipnent in production nay begin wth either:

a. A classified design which goes through a transition during
production and becones a CCI conponent or assenbly which the vendor further
processes into a CCI equipnent; or

b. A CCl conponent or assenbly which the vendor receives from an
aut hori zed source and further processes the conponent or assenbly into a CC
equi prment .

The fol |l owi ng paragraphs describe the handling and control requirenments when
the starting point is a classified design. They also cover the handling and
control requirenents when the starting point is a CCL conponent or assenbly,
or when the final manufactured product is a cCI conponent or assenbly.

66. Transition from Cassified to cCI. Wen the manufacture and assenbly
process begins wth a classified design, the transition fromclassified to
CC will be as set forth bel ow
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a. Hardware Enbodiments. For hardware enbodi ments, the transition from
classified to cCI will occur at the microcircuit photonmask stage. Design
aut omati on by-products leading to and including the reticle for each |ayer of
the mcrocircuit nust be handled at the sane classification |evel as the
engi neering drawings from which they were derived. The photomasks ultimately
used as tooling in the actual production process, as well as the resulting
sem conductor wafers and their subsequent forns (e.g., individual chips),
| eading to seal ed devices, will be controlled as ccl material as set forth in
this section.

b. Firmmvare Enbodinments. For firmware enbodi nents, the transition from
classified to ¢cct will occur after the classified design information has been
entered into the mcrocircuit nenory, and the security feature described in
par agr aph 64b(2) has been set. Thereafter, the mcrocircuits will be
controlled as CCl material as set forth in this section. Software source
data for firmvare enbodi nents of classified design information remain
classified and nust be safeguarded in accordance with this Suppl enent.

67. Access.

a. Access to classified COMEC information will be restricted in
accordance with the provisions of this Supplenent.

b. Access to CCl material will be restricted to U.S. citizens whose
duties require such access. Non-U. S. citizens, including inmgrant aliens,
may be aut horized access to CCis and ot her unclassified COMSEC i nformation
and material in the manufacturing and assenbly process only with the prior
witten approval of NSA  Such access will only be permtted when it is
determ ned by NSA that adequate security protection exists.

68. In-Process Controls. Following the transition fromclassified to CCI as
descri bed in paragraph 66, ccI material nust be controlled throughout the
remai nder of the manufacturing and assenbly process as set forth in this
section.

a. Mcrocircuit Devices. Photomasks and wafers will be marked
“CONTROLLED CRYPTOGRAPHIC | TEM or "cci", and each nust bear a serial nunber
for accounting purposes. The marking and serial nunber nust be legible with
t he naked eye. Photonmasks and wafers will be accounted for by serial nunber:
t he photomasks until they are securely destroyed and the wafers until they
are diced. After the wafers are diced, accounting for chips by quantity is
sufficient. \Wen the mcrocircuit is conpletely fabricated, if it is an end
item for shipnent, then accountability will be in accordance wth paragraph
/3. Oherwise, it is maintained in the vendor’s in-process accounting system
as it nmoves to the next level of assenbly. Labeling of CCl conponents is
covered in paragraph 77.

b. Printed Wring Assemblies. A printed wring assenbly (PWA) assunes
CCI status when a CCI mcrocircuit is installed on it. At that point,
accountability for the mcrocircuit ceases and accountability for the PWA
begins. This disposition of the mcrocircuit and accountability for the PWA
must be reflected in the in-process accounting records. During further
assenbly, PWAS will Dbe accounted for by quantity. Wen the PWA is conpletely
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fabricated, if it is an end itemfor shipnent, then accountability will be in
accordance with paragraph 73. Qherwise, it is naintained in the vendor’'s

| n-process accounting systemas it nmoves to the next |evel of assenbly.

Conpl etely fabricated PWAs are accountable by quantity when they fit the
definition of "CCI “ conponent and by serial nunber when they fit the
definition of "CCI assenbly”. (Refer to paragraph 77 for definitions of these
terms.) Labeling of CCI conponents and assenblies is also covered in
paragraph 77.

69. | n- Process Procedures

a. Prior to commencing the nmanufacturing and assenbly process for
har dware enbodi ments, or the programmng of microcircuits for firmware
enbodi nents, the vendor nust prepare detailed, witten procedures to satisfy
the in-process accounting requirenents of this Section.

b. The procedures wll provide for continuous tracking of each category
of material (photomasks, wafers, mcrocircuit chips, finished mcrocircuits,
printed wiring assenblies) as the naterial noves through the manufacturing
and assenbly process.

c. The accounting system nust be capable of detecting a | oss and
i dentifying the work station at which the |oss occurred as well as the
i ndi vidual (s) operating the work station at the time of the |oss,

d. The procedures nust provide specific instructions for the nethods of
control, the proper records to be maintained, and instructions for the
reconciliation of in-process accounting records (refer to paragraph 76).

e. The procedures will identify the individuals or departnents
responsible for ensuring that the in-process accounting requirenents are
foll owed. Vendor enployees which act in this capacity nmust be U S. citizens.

f.  The procedures nust denonstrate that the vendor understands the
accounting requirenents.

g. Nnety days prior to start of production and inplenentation of the
procedures, a draft nust be forwarded to the NSA Project Manager for
approval . Revision of the procedures require NSA approval prior to
i npl ementation. Production will not begin until NSA has approved the
procedur es.

h.  Upon request, NSA will review the vendor’s normal in-process
accounting procedures for conpliance with these requirenments and provide
gui dance on adaptation of those procedures to meet NSA requirenents.

70. Required Item Information. To be effective, the control system nust
track material 1n manageable units of production (e.g., lots, runs) that can
each be uniquely identified in accounting records. The accounting records
nust indicate, as a mnimum the follow ng information:

a. Date the material was introduced into the in-process accounting
systemwithin the facility.
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b. ldentification of the material to be controlled. This may be one or
a combination of the follow ng, as applicable:

(1) Federal stock nunber.
(2) NSA or Vendor part nunber.
(3) NSA short title (trigraph).

c. Quantity, when accounting by quantity, or serial number if
i ndi vidual item accounting is required.

71. Breakage and Scrap. It is recommended that any area in which breakage
of a CCI wafer has occurred be imedi ately safeguarded and every effort nade
to reconstruct the broken wafer onto an adhesive base. |f, however, any
portion, or the entire wafer, has fragnented to such a degree that
reconstruction is inpossible, it is recoomended that all particles be renmoved
fromthe breakage area by vacuumng. Al materials under in-process
accounting controls which | eave the manufacturing and assenbly process due to
failure or breakage and nornally occurring waste (e.g., broken wafer, parti al
die, etc.) nust be controlled until securely destroyed as set forth in
paragraph 74. In-process accounting records nmust reflect the failure or

br eakage.

72.  Loss of In-Process Controlled Mterial. A reasonable search nust be
made for lost itens which are under in-process accounting controls. All such
losses nust be docunmented in the vendor’s records and nust be reported to NSA
(S213) within 24 hours of discovery of the |oss. During normal duty hours,

t el ephone (301) 688-6010. After normal duty hours, telephone the Senior

| nformation Security Coordinator at (301) 688-7003. A witten follow up
report shall be submtted within 30 days to NSA (S213). The witten report
shall include identification of the iteminvolved, a description of the

i nci dent (when, where, and what happened; who di scovered the |oss; etc.),
conclusinos as to the cause, and actions taken to prevent future occurence.

73. Transition fromlIn-Process Controls to Control Wthin the Fornmal COMGEC
Accounting System Upon conpl etion of the manufacturing and assenbly
process, CCI equi pments, assenblies, and conponents which are destined for
sale to authorized buyers will transition fromin-process accounting controls
into the formal COMBEC accounting system and will be picked up in the
vendor’s COMBEC account. The transition will be reflected in the vendor’s

i n-process accounting records. However, CC conponents and assenblies
produced by a subcontractor and provided to the vendor will not be entered
into the formal COMSEC accounting system by the vendor. Instead, such
material will be placed in the in-process accounting systemby the vendor and
controlled in accordance with this section. ¢CI equipnents and assenblies
will be accounted for by serial number; cCI conmponents will be accounted for
by quantity.

74. Destruction of cCI Materials. All naterial designated CCl which |eaves

t he manufacturing and assenbly process due to unserviceability (e.g., faulty

photomask), breakage/reject (e.g., broken/reject wafer, failed mcrocircuit),

or nornmally occurring waste (e.g., partial die) nust be securely destroyed.

Secure destruction is best acconplished by high-tenperature incineration (MOS
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mcrocircuit materials require tenperature on the order of 3,000 degreesF).
NSA has the capability for high-volune destruction of these materials, and it
Is preferred that the material be forwarded to NSA for destruction.
Alternatively, the vendor may elect to destroy the nmaterial locally. To do
SO requires the witten permission of the NSA PM  Vendor requests to destroy
the material locally nmust include a detailed description of the proposed
process to be enployed.

a. Destruction by the Vendor. Were material under in-process
accounting controls is to be destroyed by the vendor, the material will be
turned over to a U S. citizen enployee who has been designated to be
responsible for the destruction operation. This person nust maintain a
record of the materials received for destruction. The actual destruction of
all such material nust be wi tnessed by one other designated individual who
must also be a U S. citizen. Both the person responsible for destruction and
the witness will sign a [ocal destruction record attesting to the destruction
of the recorded material. Destruction records nust be retained by the vendor
for a mnimmof two years.

b. Destruction by NSA. Wihere material under in-process accounting
controls is to be forwarded to NSA for destruction, all like items wll be
packaged together (e.g., photonmasks in one package, wafers in another, PWAS
in another, etc.). A transmttal (SF-153) with an in-process transaction
nunmber (NOTE: Do not use a COMSEC account transaction nunber) will be

I ncluded in each container. The transmttal will include a statenent that
the listed material is for destruction. |tens nmust be identified
sufficiently to allow crosschecking against the transmttal. The transmtta

w il be signed by two U S. -citizen enpl oyees, designated to be responsible
for this function, attesting to the accuracy of the inventory and the proper
packaging of all nmaterial forwarded to NSA for destruction. The container
must be securely sealed and |abeled wth the follow ng address:

Di rector

Nati onal Security Agency

Qperations Building No.3

ATTN © Y133

Fort George G Meade, MD 20755- 6000

75.  Subcontracting. Wen awarding a subcontract which will involve the
manuf acture or assenbly, or other handling, of CCIL materials which are
subject to in-process controls, the prime contractor nust require that the
subcontractor develop in-process accounting procedures and wll submt them
on the subcontractor’s behalf to NSA for approval. The prime contractor will
ensure that the requirements for in-process accounting, as well as all other
applicable requirenments as set forth in this section, are specified in the
contract with the subcontractor. |In-process controlled material nust not be
rel eased to, or produced by, the subcontractor until NSA has approved the
procedur es.

76. Reconciliation of In-Process Accounting Records. Both vendor and
subcontractor are required to reconcile their own in-process accounting
records and to performa records reconciliation between each other to ensure
accountability for all in-process controlled material. Reconciliation nust
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be effected at |east semannually and at the conclusion of all work on a
particular item Any shortage discovered as a result of the records
reconciliation process nust be documented in the vendor’s records and is
reportable as | 0ss in accordance with paragraph 72. The individuals
performng the reconciliation must be U.S. citizens and records attesting to
the accuracy of the reconciliation will be signed by them These records
must be retained by the vendor for a mninmum of two years.

7. Labeling of Conponents, Assenblies, and Equi pnents. CCI conponents,
assenblies, and equipnents wll be |abeled “CONTROLLED CRYPTOGRAPHI C | TEM or
"CCI" in accordance wth standard draw ngs available from NSA and the
fol | ow ng:

a. CC conponents 1/ will be |abeled "cCI" at the same tine as other
part-specific nonenclature is applied.

b. cCI assenblies 2/ will be |abeled “CONTROLLED CRYPTOGRAPHI C | TEM
(space permtting) or "CCI" otherwise. CCl assenblies will also bear a
government serial nunber (GSN) for accounting purposes, in accordance with
the criteria to be furnished by NSA  Labeling may be applied at any stage
of the assenbly process, but nust be applied by the end of the assenbly
process. CCI controls applicable to the assenbly need not take effect until
a CCI conponent is installed.

C. CCI equipnents 3._wll be |abeled “CONTROLLED CRYPTOGRAPHI C I TEM in
a conspi cuous external location. CCI equipnents will also bear a GSN for
accounting purposes, in accordance with criteria to be furnished by NSA.
Labeling may be applied at any stage of the assenbly process, but nust be
applied by the end of the assenbly process. CCI controls applicable to the
equi pment need not take effect until a ¢cI conponent or assenbly is installed.

1/ A CCI conponent is a device which enbodies a cryptographic |ogic, or

ot her COMSEC desi gn, approved by NSA for designation as a CCI, where the
devi ce does not performthe entire COMSEC function and is dependent upon
the host equi pment or assenbly to conplete the COMSEC function as well
as to operate.

2/ A CC assenbly is a device which enbodies a cryptographic logic, or

ot her COMSEC design, approved by NSA for designation as a CCI, where the
device perfornms the entire COMSEC function but is dependent upon the
host equi pnent to operate.

3/ A ccl equipnent is a tel ecomunications or information handling

equi pment whi ch enbodi es a CCl -desi gnated conponent or assenbly and
whi ch perforns the entire COMSEC function w thout dependence on a host
equi pment to operate.
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78. Auditing of In-Process Accounting Records. Audits of vendor and
subcontractor in-process accounting records will be conducted by NSA annual |y
or as deened necessary. The vendor nmuse make provisions in the eontract for
NSA to audit the in-process accounting records of subcontractors. Witten
records indicating the results of the in-process accounting reconciliations
at the vendor or between the vendor and its subcontractor, as well as
docunentation of |ost, broken, scrap, or destroyed CCI material, nust be made
available to NSA during audits.
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